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Introduction

This month’s report takes a look at Samandehi, the official registry 
for Iranian websites. All websites are required by law to register with 
Samandehi’s database, but is this law strictly enforced? To find out, we 
tested some of Iran’s most popular websites, as well as several state-
affiliated pages. In short, our findings suggest that while many private 
websites register with Samandehi, the government tends to turn a blind 
eye when regime-friendly websites skirt the registration requirement.

We’ve also rounded up some of the top tweets containing the filternet 
hashtag, along with statements from ICT policymakers including an increase 
in SHOMA funding and Culture Minister Ali Jannati’s justification for using 
social media.  
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The Organised Centre of 
Iranian Websites (Samandehi)

brief history

Iran is a country with a keen interest in exerting 
greater control over its citizens’ activities in 
cyberspace. As we’ve explained in previous reports, 
the government has launched a number of nationally-
developed services and regulations to this end.

One of the government’s early efforts was the establishment of the 
Organised Centre of Iranian Websites (Samandehi), established in August 
2006 during the Ahmadinejad government’s first term. Samandehi is under 
the control of the Ministry of Culture and Islamic Guidance, and its aims are 
to:

• Facilitate people’s free and safe access to knowledge and 
information 

• Support legal websites
• Protect the Islamic, national, cultural and social values of Iran
• Ensure that individuals engage in online activities responsibly

According to Samandehi’s regulations, the government can block 
any websites that are not registered in Samandehi’s database. These 
regulations enable Iran to block all non-Iranian websites such as Facebook, 
Google, and many others.

http://smallmedia.org.uk/sites/default/files/u8/IIIP_April2015_v2.pdf
http://smallmedia.org.uk/sites/default/files/u8/IIIP_Mar2015.pdf
http://smallmedia.org.uk/sites/default/files/u8/IIIP_July2014v2.pdf
http://samandehi.ir/mainMenu.html
http://www.samandehi.ir/samHelp/regulation.html
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Samandehi identifies 16 articles as online criminal acts, including:
• Promotion and advertisement of illegal websites (e.g. blocked 

websites).
• Educating or training people to bypass internet censorship.
• Distorting the speeches of Ayatollah Ruhollah Khomeini, founder 

of the Islamic Republic of Iran, and Ayatollah Seyyed Ali Khamenei, 
Iran’s current Supreme Leader.

Whenever a registered website does not follow these regulations, and 
engages in ‘criminal’ activities on the web, Samandehi will send an alert to 
the website owner to remove the criminal content from their website. If 
they do not comply, the website will be placed on the blacklist and blocked 
(either temporarily or permanently) by the Committee to Determine 
Instances of Criminal Content (CDICC).

To be an officially-recognised website owner, a person must have these 
criteria:

• Own at least one website.
• Have at least 3 years experience relating to the subject matter of 

the website the owner would like to register.
• Possess an associate degree, or above.

In addition, only Iranians who possess a National ID are permitted to 
register their websites. Consequently, non-Iranian websites seeking to 
operate inside the country must secure an Iranian partner and ask them 
to register the website. Non-Iranians are similarly excluded from acquiring 
Iranian security certificates from the Iranian Certification Authority, as 
detailed in our previous report. It is notable that only individuals possessing 
an associate degree can register their website on Samandehi, excluding 
Iranians that have not gone on to complete higher education.

Samandehi retains a large volume of of sensitive information about 
people including their addresses, national ID numbers, and other personal 
information. The website has been hacked at least twice since 2006: 
in December 2008 the website was defaced by an anonymous hacker. 
The second time was in April 2012, when an insider leaked Samandehi 
information for their own benefit. According to Hamshahri Online, the 
event was happened by former director of Samandehi on April 2012 while 
the director could copy all information by helping another person. Small 
Media did a series of research to find out the name of the former director 
and found he is one of people who strongly believes in Iran National 
Information Network (SHOMA) and believe Iran must block all non-Iranian 
apps and services. 

The Organised Centre 
of Iranian Websites 
(Samandehi)

http://www.samandehi.ir/samHelp/regulation.html
http://www.samandehi.ir/help/website_permission_procedure.pdf
http://www.samandehi.ir/help/website_permission_procedure.pdf
http://smallmedia.org.uk/sites/default/files/u8/IIIP_April2015_v2.pdf
http://www.tabnak.ir/fa/news/27496
http://hamshahrionline.ir/details/170436
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samandehi’s dilemma

Although all Iranian websites are required to register 
with Samandehi, Small Media has found that a large 
number of official and popular websites in Iran 
have failed to do so, meaning that the government 
is theoretically able to block them based on existing 
regulations.

Small Media selected the top 100 websites from Iran’s Alexa rankings, 
and selected all of the Iranian-hosted websites—83 in total. In addition, 
Small Media selected 31 official state-affiliated websites, ranging from the 
Supreme Leader’s personal site, to ministerial pages. In total, Small Media 
looked at 114 websites—the full list is available here.

In the next step, all websites were tested on Samandehi, which are they 
registered or not.

The Organised Centre 
of Iranian Websites 
(Samandehi)

http://www.alexa.com/topsites/countries/IR
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Here are some of our key findings: 

• Around 20% of popular websites are unregistered, including: Fars 
News Agency, Bank Melli, and Tasnim News Agency. The majority of 
unregistered news sites are conservative and hardline. 

• 90% of official and state websites are not registered on Samandehi, 
demonstrating that the government does not follow the regulations 
it has passed. For instance, the website of Supreme Leader Ali 
Khamenei, and even the Ministry of Culture and Islamic Guidance 
(which is the body responsible for managing Samandehi) are 
not in the database. Only three websites are registered from 
the governmental list: president.ir—the official website of Iran’s 
President, dolat.ir—the official governmental news website, and aja.
ir—the official website of Iran’s armed forces.

It is clear that Iran does not follow its own regulations—the government 
expects many businesses to follow the rule while it turns a blind eye to 
the noncompliance of its supporters. For example, an absolute majority of 
official websites have not registered on Samandehi while the government 
has forced private sector websites to registered on the platform.
Moreover, a majority of conservative and hardliner news websites which 
regularly print propaganda against the regime’s opponents are not on the 
registered list. 

The Organised Centre 
of Iranian Websites 
(Samandehi)

http://khamenei.ir
http://khamenei.ir
http://www.farhang.gov.ir
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Introducing #Filterwatch 

Before delving into the statements of Iranian politicians and ICT 
policymakers, let’s take a look at what ordinary Iranians had to say about 
internet censorship on Twitter. We’ve collected all the tweets containing the 
#Filternet hashtag and picked out the top five most retweeted posts. 

#Filterwatch normally contains all the tweets posted in the previous month. 
However this month, due to a few technical glitches, we can only give you 
an overview of the tweets that were posted between May 16-31. 

Everything should be back to normal for next month’s report, which will 
feature tweets from the entirety of June. 



May 22-28

The spikes in Twitter activity seem to be 
associated with Filternet.cc, a competition which 
challenged Iranians to create cartoons about 
Internet censorship in Iran for the chance to win 
an iPad.
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Top Retweeted

Top Tweeters Most Mentioned Users

#Filternet Tweets in May 2015

#Filterwatch
May 2015

@remohammadi Do you have the feeling that your internet has become less friendly since 
February 2015? Is it giving you the cold shoulder? Know that you’re not the 
only one! http://teeleh.ir/blog/filternet.html
30 Retweets

List@Filtershekanha.com #Filternet https://t.co/Dmc7diMnio
13 Retweets

FireTweet is here! #UnblockedTweeting from anywhere in the world. 
@GetFireTweet #翻墙 #filternet https://t.co/qwkqEQhI2Y
12 Retweets

#iran blocked @amazon kindle servers. I can not sync with the cloud 
anymore! #filternet 
11 Retweets

Receive the new Twitter-friendly version of #FilterShekan for Android, 
#Manoto Fire Tweet, by sending an empty e-mail to manoto@firetweet.io 
#Filternet
9 Retweets

@iran_internet

@getlantern

@jadi 

@manototv

User

@khodnevis_org

@Toonistans

@Filternetoons

@raminbroadcast

@balal666

Count
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User

@GetFireTweet

@remohammadi

@nikahang

@Filternetoons

@Kamangir

Count
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Content Filtering and 
Blocked Sites

• May 10: Blogfa, the biggest and most popular Iranian blogging 
platform became unavailable. According to ISNA news agency, 
Blogfa users have not had access to their blogs since Tuesday 
5th May. Small Media understand the problem was the result of a 
technical issue with Blogfa’s server. (Source) 

• May 11: The Telecommunication Company of Iran (TCI) blocked 
Telegram, a mobile communications app, in a number of cities. 
According to users and Iranian media reports, the Telegram app 
and its web client have been blocked since Sunday 10th May. Users 
with other internet providers and mobile operators are still able to 
access Telegram. (Source)

http://www.blogfa.com
http://www.isna.ir/fa/news/94022011473/-بلاگفا-از-دسترس-خارج-شد
http://www.tabnak.ir/fa/news/499145/تلگرام-در-برخی-نقاط-مسدود-شد
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Statements from Ministries 
and Politicians

• May 1: Gholamreza Dadashzadeh, Deputy Head of the 
Communication Regulatory Authority of Iran (CRA) announced 
mobile users with more than 10 SIM cards will be disconnected 
from the Mobile Telecommunications Company of Iran’s (MCI) 
network. Dadashzadeh said that more than 10,000 users from 
MCI and 5,000 users from MTN (Irancell) possess more than 10 
unregistered SIM cards. Users who have not registered their SIM 
cards were instructed to register them immediately. (Source)

• May 3: Alireza Seyedi, CEO of the Telecommunication Company 
of Tehran (TCT) announced that his company is ready to launch 
more than 1,400,000 high speed internet connections in the city of 
Tehran. (Source)

• May 3: Soudabeh Radfar, Head of Women and Family Affairs in the 
Ministry of Information and Communication Technology (ICT) stated 
that more than 38,000 Iranian bloggers are women. (Source)

• May 4: The ICT Ministry announced the budget for SHOMA and 
Iran’s Space Agency. According to Mehr News Agency, the ICT 
Ministry will spend more than 8,550 billion IRR (295 million USD) on 
SHOMA and over 5,000 billion IRR (172 million USD) for the Space 
Agency program. (Source) 

• May 4: ICT Minister Mahmoud Vaezi announced that the second 
phase of Intelligent Filtering (IF) will be launched within the next 
two months. Vaezi also added that the disruptions on Viber and 
Instagram have nothing to do with SHOMA. He also mentioned that 
the Iranian communications app BisPhone has 800,000 users and 
he hoped that number could increase in the near future. (Source)

• May 5: CDICC Secretary Abdolsamad Khoramabadi announced that 
Facebook would not be covered by Intelligent Filtering (IF). He also 
added that the ICT Ministry has delayed the launch of IF. (Source)  

• May 9: Vaezi stated that the ICT Ministry will provide as much 
bandwidth to the mobile network operators as they need. (Source)

http://www.mehrnews.com/news/2565221/۱%DB%B0-هزار-همراه-اولی-و-۵-هزار-ایرانسلی-مالک-بیش-از-۱%DB%B0-سیم-کارت
http://www.mehrnews.com/news/2566608/واگذاري-يك-ميليون-و-۴%DB%B0%DB%B0-هزار-پورت-اينترنت-پرسرعت-در-تهران
http://www.irna.ir/fa/News/81593177/
http://www.mehrnews.com/news/2566650/بودجه-۸-هزار-میلیاردی-برای-اینترنت-ملی-۵-هزار-میلیارد-برای-فضا
http://bisphone.com
http://isna.ir/fa/news/94021407423/لحظه-شماری-برای-فاز-دوم-فیلترینگ-هوشمند
http://www.tabnak.ir/fa/news/497597/فیس-بوک-شامل-فیلترینگ-هوشمند-نخواهد-شد
http://isna.ir/fa/news/94021910336/اپراتورها-هرقدر-پهنای-باند-بخواهند-دراختیارشان
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• May 10: Iran’s Minister of Culture and Islamic Guidance, Ali Jannati 
said they had a 90% success rate with IF on Instagram. Jannati 
added that it is not a good idea to block all social media for 
immoral content or security reasons, adding that ordinary people 
should be able to use and engage with social media. (Source)

• May 11: Seyed Ebrahim Raeisi, Iran's Attorney General announced 
that mobile communication apps will be blocked. He added that 
the Rouhani government has not done enough to implement the 
filtering process. (Source)

• May 12: Ali Asghar Ansarifard, Deputy Head of Information 
Technology Organization (ITO) announced that 67 governmental 
organisations will join SHOMA in the near future. Ansarifard stated 
that this will help different organisations to share and exchange 
data. (Source) 

• May 13: Ali Jannati told Tasnim News Agency “I’m on social media 
as an ordinary person, not as a minister.” Tasnim News Agency 
noted that Jannati is using social media to be in touch with people 
who are unable to reach him as minister. Facebook and several 
other social media sites are blocked by the Iranian government, 
making their usage by Rouhani’s cabinet a controversial issue. 
(Source)

• May 17: In a ceremony on World Telecommunication and 
Information Society Day, Iranian President Hassan Rouhani said 
he is not happy with Iran’s bandwidth capacity and he hoped for 
improvements not only for home users and businesses, but also 
for mobile users. Rouhani also added that he is not satisfied with 
the current ranking of the Iranian technology and communication 
sector. (Source)

• May 18: Seyed Saeed Sarabi, Head of Culture and Islamic 
Guidance in Khorasan Razavi province argued that users should 
follow Khomeini’s traditions when engaging in online activities. In 
recent years, Iran has repeatedly claimed that cyberspace offers 
opportunities for the government to promote the values of the 
Islamic Revolution. (Source)

• May 19: Ayatollah Seyed Hassan Amoli, the Friday Prayer Leader of 
Ardabil, asked people to take part in religious activities instead of 
using social media. In addition, he said people should ensure that 
young people spend more time with the Qur’an and religious study, 
instead of using social media. (Source)

Statement from 
Ministries and 
Politicians

http://www.mehrnews.com/news/2575798/موفقیت-۹%DB%B0درصدی-در-فیلترینگ-هوشمند-اینستاگرام
http://sahamnews.org/2015/05/282461/
http://www.mehrnews.com/news/2579152/پیگیری-برای-اتصال-۶۷-دستگاه-اجرایی-به-شبکه-ملی-اطلاعات
http://www.tasnimnews.com/Home/Single/738860
http://itna.ir/vdcev78x.jh8pvi9bbj.html
http://weblognews.ir/news/48300/مدیرکل-فرهنگ-و-ارشاد-اسلامی-خراسان-رضو/
http://weblognews.ir/news/48352/فعالیت-های-قرآنی-جایگزین-شبکه-های-اجت/
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• May 24: Plans for the Centre of Management and Development 
of Iran National Data Network (MATMA) are suspended. The plan 
was launched by the Iranian former Minister of ICT, Mohammad 
Soleimani in 2009 but since Rouhani took office in 2013 it has not 
developed. (Source)

• May 25: Mohammad Hassan Entezari, Head of Supreme Council 
of Cyberspace (SCC) announced that the only way to manage the 
issue of internet censorship is to leave it to the SCC. (Source)

• May 25: Ayatollah Mohammad Reza Naseri, Friday Prayer Leader 
in Yazd demanded more Islamic culture to be enshrined in the 
communication infrastructure sector. He did not mention how the 
government might achieve this demand. (Source)

• May 25: Mahmoud Golzari, Deputy Head of Ministry of Youth 
Affairs and Sports announced the launch of an official website for 
online dating, Hamsan Gozini. He also explained that this website 
will assist young people with various questions about marriage and 
relationships. (Source)  

• May 26: Mobile operator MCI (Hamrah-e Avval) announced that 
customers who have not registered their SIM cards will have to 
register them at the post office by June 5, otherwise they will no 
longer function. (Source)

• May 26: The biggest data centre was launched in south of Iran. 
According to Hamid Reza Aboutalebi, project manager of SHOMA, 
the project cost more than 250 billion IRR (8 million USD) (Source) 

• May 27: At the first conference of Risk Management in 
Infrastructure, Entezari warned the government over the delay on 
launching SHOMA. Previously, Entezari had raised concerns about 
increasing bandwidth. (Source) 

• May 27: Vahid Ahmadi, Deputy Minister of Science, Research and 
Technology announced that in the near future universities and 
research centers will have access to high speed internet, increasing 
speeds by up to five times. (Source)

• May 27: Vaezi announced that they have sped up the development 
process for SHOMA. He added that having a national data network 
will help people to access the internet with better speeds and 
connection quality. (Source)

Statement from 
Ministries and 
Politicians

http://www.matma.ir/
http://www.matma.ir/
http://www.itna.ir/vdchqinx.23n-vdftt2.html
http://itna.ir/vdccoiq1.2bqe18laa2.html
http://itmen.ir/index.aspx?pid=99&articleId=75195
http://hamsan.tebyan.net
http://isna.ir/fa/news/94030402299/راه-اندازی-سایت-همسان-گزینی-در-هفته-آتی
http://www.itmen.ir/index.aspx?pid=99&articleId=75248
http://www.mehrnews.com/news/2761011/بزرگترین-دیتاسنتر-مرکز-و-جنوب-کشور-راه-اندازی-شد
http://itna.ir/vdcjy8et.uqemhzsffu.html
http://isna.ir/fa/news/94030604049/اتصال-دانشگاه-ها-و-مراکز-پژوهشی-با-اینترنت
http://www.tasnimnews.com/Home/Single/752461
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• May 31: According to Weblognews, Iran has the highest number of 
users of Viber in the world. The report says Iranians are the most 
engaged network users in the world, making up 11.8% of Viber’s 
traffic. After disruption to the Viber network Iranians have started 
using Telegram and now make up 3.7% of all traffic, second to the 
US. (Source)

 

Statement from 
Ministries and 
Politicians

http://weblognews.ir/news/48630/رکورد-ایرانی%E2%80%8Cها-در-وایبر،-تلگرام،-لای/

