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INTRODUCTION

// At the time of the previous edition of the Iran Infrastructure report, the brief unblocking of Facebook 
and Twitter had prompted rampant speculation that the new administration of Hassan Rouhani 
had fulfilled its campaign promise of moderation for the Internet. Given that its electoral success, 
along with its subsequent communications push and charm offensive towards the West was so 
intertwined with social media, the role of these networks has changed considerably within a short 
period. Whereas four years ago such sites were blamed for promoting social and political discord, 
in the past few months the establishment has raced to reconcile the benefits of online participation 
and define new regulations, as Ministries and municipalities rush to make use of blocked networks

The future of Iran’s Internet is deeper than whether one specific site is blocked: even the broader 
issues of content filtering, and its administration will be the product of the personalities, backgrounds 
and policies of those appointed to run the regulatory bodies of the country. Whereas the end of the 
Ahmadinejad era was marked by the appointment of a North Korean-educated General to head of 
the Ministry of Information and Communications Technology, Rouhani’s management originates 
from the Telecommunication Company of Iran, the Communications Regulatory Authority and other 
governmental telecommunications institutions. These appointments were matched with a reshuffling 
of appointments on the Supreme Council on Cyberspace and the Iran Telecommunication Research 
Center, as well as fresh progress on the reestablishment of bureaucratic control over the policy pro-
cess that parallels more publicly recognized changes in ownership over foreign policy and nuclear 
issues. Since the formation of a cabinet, the statements and promises from the government have 
claimed a change of attitude toward the Internet compared to their predecessors and, concurrently, 
unelected establishment elites and social forces have at times scaled down their public rhetoric.

These events, appointments and statements have created an optimism that at least the more 
nuanced issues of Iran’s digital divide will be addressed. Yet, a tangible gulf in expectations is cre-
ated between President Rouhani promising internet access as a right in New York whilst armored 
personnel carriers destroy satellite dishes in Shiraz. Furthermore, while the Ministry of Culture has 
promised increased room for journalism and the arts, at least two dozen bloggers are currently in 
prison in Iran. As we show, the promises of Vaezi and others are more often related to connectivity, 
and comments on censorship more often relate to overblocking than liberalization.

The objective of the Infrastructure Report has always been to display the richness of the technical 
and administrative regulation of Iran’s Internet. If civil society, journalists and external observers 
define progress as simply the number of Iranian Twitter users, then Rouhani will fail, particularly 
if less public elements of the establishment continue to believe such platforms pose an existential 
threat to the system. This was in part the opportunity lost in repetitive set of questions about 
filtering posed by the media to the Iranian UNGA delegation, and the reason that this series has 
sought to call attention to the role of issues such as privatization and licensing when they arise. 
Therefore, in this edition, we start to lay a foundation for fresh understanding by focusing on the 
public officials and promises driving Iran’s Internet at the outset of the Rouhani administration.

Collin Anderson (Editor) and Small Media
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T h e  I n f o r m a t i o n  a n d  C o m m u n i c a t i o n s  T e c h n o l o g y  A d m i n i s t r a t i o n  o f  P r e s i d e n t  R o u h a n i

THE INFORMATION AND COMMUNICATIONS 
TECHNOLOGY ADMINISTRATION OF 
PRESIDENT ROUHANI

mahmood vaezi: 
Received a vote of confidence from Iran’s Parliament, 
218 votes to 45. Vaezi was born on September 13 1952. 
He has PhD in International Relations and an MSc in 
Electronic Engineering. 

He was:
•  1980 - 1987: Director of the 
   Telecommunication Company of Iran (TCI)
•  1987 - 1988: Advisor to the Foreign Minister, 
   Ali Akbar Velayati
•  1988 - 1990: First Deputy Minister of Post and Telecommunication
•  1998 - 2000: Economic Deputy of Foreign Minister

He is the Deputy of Foreign Policy at the Center For Strategic Research, where Rouhani had served 
before his election, a visiting professor at Allameh Tabatabaei University. (Source)

mehdi rasekh: 
Appointed as the Deputy Minister of Information 
and Communication Technology (ICT) for 
Management Development, Coordination 
and Support of ICT. 

He has formerly served as:
• Director of a number of communication 
   centers in Tehran
• Business Director of ICT (Tehran Province)
• Assistant Deputy of Mobile 
  Communication of Iran (MCI)
• Deputy of Telecommunication Infrastructure Company (TIC) for Management, Development    
  and Resources ( Source I, Source II )

http://hamshahrionline.ir/details/227172
https://www.ict.gov.ir/fa/news/8522
http://fararu.com/fa/news/162444/%D9%88%D8%A7%D8%B9%D8%B8%DB%8C-%D8%A7%D9%88%D9%84%DB%8C%D9%86-%D9%85%D8%B9%D8%A7%D9%88%D9%86-%D8%AE%D9%88%D8%AF-%D8%B1%D8%A7-%D9%85%D9%86%D8%B5%D9%88%D8%A8-%DA%A9%D8%B1%D8%AF
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deputy minister of information and communication technology (ict) for management 
development, coordination and support of ict

This deputy’s primary roles are related to finance and administration. This deputy must confirm 
and sign off on the ministry’s draft budget, and also manages and coordinates between the ICT 
authorities in different provinces.

seyyed tahsin adeli: 
Appointed as the Director of the Departmental 
Office of ICT. 

He was previously:
•  Head of Control Administration at the    
   Communications Regulatory Authority of the 
    Islamic Republic of Iran (CRA) 
•  Director of Marketing and Sales at MCI
•  Director of Documents Administration at MCI
•  Chief Officer to the Director of 
    Telecommunication Company of Iran (TCI)
•  Head of Control Administration at the TCI General Assembly
•  Head of PR at the Research Institute for ICT (Source)

director of the departmental office of ict

This individual acts as a coordinator between different departments within the ministry, as well 
as overseeing the ministry’s daily administration. He oversees the department’s interviews and 
meetings, and is responsible for archiving the ministry’s papers; from top secret documents through 
to everyday paperwork.

ali asghar amidian: 
Appointed as the Deputy Minister of ICT and the 
CRA Director. He was born in 1959/60 in Birjand. 
He has PhD in Telecommunications Engineering. 
He is a board member of the 3rd-largest mobile 
operator, Rightel, as well as serving as a lecturer at 
the Sharif University of Technology and the Faculty 
of Applied Science of Communications. 

T h e  I n f o r m a t i o n  a n d  C o m m u n i c a t i o n s  T e c h n o l o g y  A d m i n i s t r a t i o n  o f  P r e s i d e n t  R o u h a n i

https://www.ict.gov.ir/fa/news/8521


5

he has previously served as:
•  Planning Expert at TCI
•  Head of TIC in Saghez, and the person who responsible for the expansion of microwave 
   connections in Iran’s westernmost provinces (Kurdistan and West Azerbaijan)
•  Deputy Director of TCI (Kurdistan Province)
•  Director of TCI (Semnan Province)
•  Head and Executive of the TCI Training Center
•  Director of the Iran Center for Remote Sensing
•  Director of TIC
•  Head of the Research Institute for ICT
•  Planning Deputy of Qom Governor 
•  Executive of National Smart Card programme
•  Legal Deputy of Government and Parliament Affairs of ICT ( Source I, Source II, Source III )

deputy minister of ict and the cra director

The main responsibilities of this deputy include the regulation of Communications and Information 
Technology, as well as radio communications. In addition, the deputy oversees the state’s general 
policies relating to domain names and phone numbers, as well as national postal, telecommunica-
tion, and IT networks. As a result, he is responsible for managing the privatisation of Iranian postal 
services and the TCI.

morteza barari: 
Appointed as the Legal Deputy of Government 
and Parliamentary Affairs of ICT. 

his former positions include:
•  Head of the Research Institute for ICT
•  Deputy Minister of ICT for Technology and 
   International Affairs
•  Head of Academic and IT and Communication 
    and Security Complex at Malek Ashtar 
    University of Technology
•  Deputy of Research and Technology at Malek 
   Ashtar University of Technology
•  Member of the Supreme Council of Research at Iran Electronics Industries (IEI)
•  Vice President of the Passive Defense Committee at Iran’s Ministry of Science, 
   Research and  Technology ( Source I, Source II ) 

T h e  I n f o r m a t i o n  a n d  C o m m u n i c a t i o n s  T e c h n o l o g y  A d m i n i s t r a t i o n  o f  P r e s i d e n t  R o u h a n i

https://www.ict.gov.ir/fa/news/8532
http://www.mehrnews.com/detail/News/2137040
http://tci.ir/s2/page23.aspx?lang=Fa
https://www.ict.gov.ir/fa/news/8531
http://isna.ir/fa/news/92062717283/%D8%A7%D9%86%D8%AA%D8%B5%D8%A7%D8%A8-%D9%85%D8%B9%D8%A7%D9%88%D9%86-%D8%AD%D9%82%D9%88%D9%82%DB%8C-%D8%A7%D9%85%D9%88%D8%B1-%D8%AF%D9%88%D9%84%D8%AA-%D9%88-%D9%85%D8%AC%D9%84%D8%B3-%D9%88%D8%B2%D8%A7%D8%B1%D8%AA
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legal deputy of government and parliamentary affairs of ict

This deputy serves as a bridge between the ministry and Parliament. He is the representative of 
the ministry in Parliament, and as such he responds to Parliamentary requests and engages with 
relevant legislation. In addition, the deputy is responsible for ensuring that the ministry’s actions 
are in accordance with existing legislation.

seyyed mojtaba hashemi: 
Appointed as the Deputy Minister of ICT 
for Technology and International Affairs. 

he was:
•  Head of the High Tech Center, in the 
   Ministry of Industries and Mines
•  Head of the Institute for Research in 
  Fundamental Sciences
•  Director of the Management and 
   Planning Organization of Iran (MPO) 
   ( Source I, Source II ) 

deputy minister of ict for technology and international affairs

This deputy is the chief policy maker responsible for national and international projects. 
His department also facilitates collaboration between educational, research and industrial institutions. 

nasrollah jahangard: 
Appointed as the Deputy Minister of ICT, the head 
of the Information Technology Organisation of Iran 
(ITO), Director of the National Information 
Network (SHOMA), the overseer of SHOMA’s 
infrastructure development, and the figure charged 
with formulating Iran’s Information Technology 
‘Master Plan’. Furthermore, he was appointed as 
a TCI board member by Ali Tayednia, the Minister 
of Finance. He was born on February 14 1958 in 
Tehran. He holds a BSc in Computer Engineering 
and a MSc in System Engineering. 

he was:
•  Deputy Minister of Post, Telegraph & Telephone (PTT) for Development & Planning
•  Secretary of the Supreme Council of ICT
•  Advisor to President Mohammad Khatami, and special envoy for ICT affairs
•  Leader of the team for planning and implementing Takfa, the first comprehensive, 
   nationwide plan for ICT development in Iran
•  A leading member of the National Commission of Information Society, helping the Iranian 
   delegation to take part in the World Summit on the Information Society (WSIS) at Geneva 2003     
    and Tunis 2005 ( Source I, Source II, Source III )

T h e  I n f o r m a t i o n  a n d  C o m m u n i c a t i o n s  T e c h n o l o g y  A d m i n i s t r a t i o n  o f  P r e s i d e n t  R o u h a n i

https://www.google.com/url?q=https%3A%2F%2Fwww.ict.gov.ir%2Ffa%2Fnews%2F8550&sa=D&sntz=1&usg=AFQjCNF8sOOOxTF_Tlra5uKwekKkh_V3SQ
http://www.farsnews.com/newstext.php?nn=13920626001421
http://www.itc.ir/Default.aspx?tabid=182&mid=1037&ctl=ArticleView&articleId=15100
http://isna.ir/fa/news/92071510042/%D9%85%D8%AF%DB%8C%D8%B1%DB%8C%D8%AA-%D8%B4%D8%A8%DA%A9%D9%87-%D9%85%D9%84%DB%8C-%D8%A7%D8%B7%D9%84%D8%A7%D8%B9%D8%A7%D8%AA-%D8%A8%D9%87-%D8%AC%D9%87%D8%A7%D9%86%DA%AF%D8%B1%D8%AF-%D9%88%D8%A7%DA%AF%D8%B0%D8%A7%D8%B1
https://www.ict.gov.ir/fa/news/8718
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information technology organisation of iran (ito)

The ITO has a duty to develop the ICT infrastructure in Iran. In addition, most national IT organisa-
tions and projects are under the control of ITO. For instance, the National Internet Development 
Management Center (MATMA) and Iran Computer Emergency Readiness Team (CERT) have been 
managed by ITO.  

national information network (shoma)

shoma is the national intranet (colloquially known as the ‘National Internet’). Its development has 
been discussed by Small Media in a previous report.

barat ghanbari: 
Appointed as the Deputy Minister of ICT for 
Strategic Planning and Control. He was born in 
1953/54 in Khalkhal. He has BSc in Electronic 
Engineering and MSc in Computer Engineering. 

he was:
•  Head of the Research Institute for ICT
•  Deputy Minister of Post, Telegraph & Telephone     
  (PTT) for Employment
•  Deputy Minister of ICT for Information Technology 
   and Planning
•  Deputy Minister of ICT for Communication and Planning
•  Board Member of TCI
•  Deputy Director of TCI
•  Deputy Director of Iran’s Supreme Council of Informatics
•  Director of MPO for Post and Telecommunication
•  Board Member of Melli Bank ( Source I, Source II ) 

deputy minister of ict for strategic planning and control

This section crunches the ministry’s numbers and processes its statistical data. The deputy is respon-
sible for monitoring the relevant data in the department, and maintaining up-to-date information 
about Iranian ICT development. In addition, the deputy has an economic role, formulating policies 
to support the domestic IT industry.
 

T h e  I n f o r m a t i o n  a n d  C o m m u n i c a t i o n s  T e c h n o l o g y  A d m i n i s t r a t i o n  o f  P r e s i d e n t  R o u h a n i

http://smallmedia.org.uk/sites/default/files/u8/iiipjuly.pdf
http://www.bmi.ir/(X(1)S(k3lcen4scskjdvfrlhuxe32n))/Fa/ShowNews.aspx?nwsId=1575&AspxAutoDetectCookieSupport=1
http://www.donya-e-eqtesad.com/news/754811/
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seyyed ahmadreza sherafat: 
Appointed as the Advisor of Minister of ICT in International Affairs. He holds a PhD in Electronic 
Engineering and is a professor at the Tarbiat Modares University. In addition, he is the member of 
IEEE and Sigma Xi. 

•  His employment history is unclear. The work experience section of his CV on the Tarbiat Modares   
   University website is empty. ( Source I, Source II )

advisor of minister of ict in international affairs

This advisor assists the ministry in engaging in international collaborations, and developing 
ICT technology by sharing knowledge with managers and organizations around the world.

mohammad reza farneghizadeh: 
Appointed as the Head of Public Relations (PR) 
at the ICT Ministry. 

he was:
•  Head of PR of CRA
•  Head of PR of TIC (Source)

head of public relations

The PR representative is responsible for communication between the ministry, the media, and the 
public. The head of PR must publish official statement about the ministry’s activities, as well as over-
seeing the development of surveys to gauge public opinion for the purpose of developing ICT policy.

sadegh beykpour: 
Appointed as the Head of Security at the ICT Ministry. 

he has previously served as:
•  Head of Security at TCI (Tehran Province)
•  Head of Security at TCI (Source)

security department

This individual is responsible for the physical and virtual security of the ICT Ministry. His department 
protects the ministry from external threats, whether from criminal groups or foreign governments.

T h e  I n f o r m a t i o n  a n d  C o m m u n i c a t i o n s  T e c h n o l o g y  A d m i n i s t r a t i o n  o f  P r e s i d e n t  R o u h a n i

http://www.modares.ac.ir/Schools/ece/academic-staff/~sharafat/5
http://www.modares.ac.ir/Schools/ece/academic-staff/~sharafat/7
https://www.ict.gov.ir/fa/news/8626
https://www.ict.gov.ir/fa/news/8760
https://www.ict.gov.ir/fa/news/8759
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// In the prior edition of this report, we noted that at the time of the opening of Facebook, only en-
crypted connections to web services (HTTPS) appeared to work. Then, establishing the limited ways 
that Iran was known to block HTTPS and we proposed there that the likely cause was the failure of the 
mechanism used to redirect lookups on domain names to the filtered site page. We also attributed the 
initial reblocking of these services to changes in the core infrastructure that dropped traffic bound for 
the proper address for blocked sites. This posed two subsequent questions, 1) has this traffic always 
been blocked, and 2) does DNS interception affect most users.

The former question is readily answered by earlier editions of this series, where the direct accessibility 
of Facebook and Twitter was tested. In March, it was established from traffic analysis on Mobinnet 
that these addresses were reachable, leading credence to the hypothesis that the only thing preventing 
successful access to blocked sites over HTTPS was DNS interference on some ISPs. The latter question 
presents greater difficulties since, as we noted previously, the DNS interception system would ignore 
requests that even slightly deviated from the most common request format. Thus, the system was 
highly prone to giving correct answers where it should not. Additionally, since the interception occurs 
at the country’s borders, it was unclear whether DNS servers in Iran would give false answers. In order 
to assess the impact of DNS interception with confidence, the ZMap network scanning tool was used 
to find devices in country that would respond to requests. This yielded over 12,000 points of measure-
ment, often home routers that would match an average user’s experience, from which the address for 
Facebook was requested. The table below lists the rate at which the filtered site’s address (10.10.34.34) 
was returned for the top twenty networks, in terms of number of measurements. We find that in all 
but three networks, DNS interception is significant component of the filtering apparatus, and suspect 
that one network’s openness (TIC) is due to it being used for commercial and governmental purposes.

MORE ON THE FILTERNET FAILURE 
AND INCREASED DNS INTERFERENCE



1 0

It is worthwhile to note again that the failure 
paralleled a change in the filtering regime that 
drastically expanded the number of domains sub-
ject to redirection from a few targets of concern 
to every blocked site. We suggested previously 
that they simply copied the same set of rules in 
the filtering device’s configuration, and added 
the new functionality of DNS interception. This 
means that DNS interception is expanding, and 
further demonstrates the risk that individuals 
using circumvention tools that do not tunnel these 
lookups could still be subject to attacks by the network. Less seriously, users reported that on several 
networks the change has broken the filtering message. This error is created by a user attempting to 
retrieve a page on a blocked site. The DNS interception will direct the web browser to the address of 
the blocked site page, not knowing that it has been diverted to the wrong server. When the browser 
attempts to retrieve the specific page, for example ‘/persian’ for BBC Persian’s URL ‘bbc.co.uk/per-
sian,’ the filtered site server does not anticipate the request and replies that the page is not found.

isp fake responses isp fake responses

Information Technology 
Company (ITC)

91.61%
Fars Telecommunication 
Company

80.90%

Aria Shatel Company 
Ltd

91.85%
Faraso Samaneh 
Pasargad Ltd.

96.47%

Mobin Net 93.42% ARYA PARS 98.81%

ParsOnline 84.44% Iran Cell Service 0.00%

AsiaTech Inc. 99.30% DATAK 85.48%

Neda Gostar Saba 98.71% Neda Rayaneh 59.32%

Pishgaman Toseeh 
Ertebatat Company

95.44%
Telecommunication 
Infrastructure 
Company (TIC)

6.90%

AFRANET 69.19%
Pardaz Gostar Ertebatat 
Berelian

62.50%

Respina Networks 81.88% MABNA 88.64%

Ravand Tazeh Co,.PJS. 75.81%
Bozorg Net-e Aria 
(Maxnet)

14.29%

M o r e  o n  t h e  F i l t e r n e t  F a i l u r e  a n d  I n c r e a s e d  D N S  I n t e r f e r e n c e
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september 4: 
Bijan Namdar Zanganeh, the Minister of Petroleum, established a Facebook page. 
Zanganeh is the second minister of Hassan Rouhani’s government to have set up 
a Facebook page. The site has been blocked in Iran since 2009. (Source)

september 8: 
Users in Iran began to report difficulties accessing the Yahoo! Messenger service. The ITanalyze 
website was unable to identify the cause of the problem, though all users in Tehran at-
tempting to connect to the service were affected. At the same time, Iranian users stated 
that they were unable to register email addresses on Yahoo! as Iran is not listed as an 
available country during the registration process. At the time of writing this report, these 
issues are ongoing. (Source)

september 15: 
Facebook, Twitter, and other SSL enabled sites are available for a significant portion 
of a day, leading to widespread optimism about their unblocking. This series offered 
a technical hypothesis for this change in its prior edition.

september 16: IRNIC, the registry of .ir and .ایران  domains was temporary unavailable 
due to a technical issue. (Source)

september 25: 
Iran’s Cyber Police (Fars Province) arrested a hacker that hijacked a woman’s Facebook 
profile and subsequently advertised her as a prostitute, publishing her phone number 
and a number of personal images. (Source)

september 26: 
Between 7,000 and 8,000 users lost their Internet connections for 20-25 minutes 
due to switch changing in Tehran. (Source) 

september 26: 
Iran’s Cyber Police (Mazandaran Province) arrested a person that published pornographic 
photos of a family on Facebook. (Source)

september 28: 
The Iranian Revolutionary Guard Corps (IRGC) of Fars Province destroyed 800 satellite 
dishes and receivers. They announced that the people surrendered their satellite equip-
ment voluntarily, and in return received digital TV boxes. The IRGC of Fars Province 
described this as a ‘symbolic act’. ( Source I, Source II ) 

C o n t e n t  F i l t e r i n g  a n d  B l o c k e d  S i t e s

CONTENT FILTERING 
AND BLOCKED SITES

https://www.facebook.com/bzanganeh?fref=ts
http://itna.ir/vdcg3w9x.ak9uy4prra.html
http://itanalyze.com/news/2013/09/08/22109.php
http://www.nic.ir/?lang=en
http://itiran.com/d/65856
http://weblognews.ir/1392/07/forms/news/32194/
http://www.ictna.ir/id/057694/
http://isna.ir/fa/news/91082112651/%D8%AF%D8%B3%D8%AA%DA%AF%DB%8C%D8%B1%DB%8C-%D8%B9%D8%A7%D9%85%D9%84-%D9%87%D8%AA%DA%A9-%D8%AD%DB%8C%D8%AB%DB%8C%D8%AA-%D8%A7%DB%8C%D9%86%D8%AA%D8%B1%D9%86%D8%AA%DB%8C
http://iranwire.com/fa/ostanwire/news/2864
http://www.khorasannews.com/News.aspx?id=5159161
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september 10: 
The CRA introduced new regulations that require all commercial-scale SMS senders 
to submit the content of each SMS or service to the CRA. The CRA reviews the SMS or 
service, and as long as it is declared socially and culturally appropriate, then the sender 
is granted permission to send their message. (Source)

september 27: 
Seyyed Fazel Zamani, the Information Technology deputy of TCI, announced that TCI’s 
IT strategy plan will be completed in 8-10 months by a team of 100 experts. In the first 
phase, the performance of TCI will be reviewed. This review will assess the performance 
of TCI and MCI activities in Tehran, Isfahan, Razavi Khorasan, Gilan, Kermanshah, Lorestan 
and Hormozgan provinces. The Indian company Tech Mahindra has been contracted to 
undertake the assessment for TCI. ( Source I, Source II )

P o l i c y  D e v e l o p m e n t s

POLICY DEVELOPMENTS

http://itna.ir/vdci55ar.t1ayr2bcct.html
http://ictpress.ir/Default,fa-IR,ICTPress,Content,NewsDetail,Key,15819.aspx
http://ictpress.ir/Default,fa-IR,ICTPress,Content,NewsDetail,Key,15819.aspx
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S t a t e m e n t s  f r o m  M i n i s t r i e s  a n d  P o l i t i c i a n s

august 31: 
Mahmood Vaezi, the ICT Minister said that although all pornographic websites must be 
blocked in Iran, the filtering system should not block scientific and legitimate websites. 
Vaezi believes Iran should undertake a fundamental revision of Internet censorship, as 
the current system lowers broadband speeds, and worsens users’ browsing experience. 
In addition, he said the initiative supporting government-regulated government-regu-
lated “legal” VPN services for the private sector is not a feasible project. (Source)

september 9: 
Gholam Hossein Mohseni Eje’i, the prosecutor general of Iran, set conditions for the 
unblocking of Facebook, stating: “If criminal offenses and instances can be resolved, un-
blocking [Facebook] is possible. The Commission [to Determine the Instances of Criminal 
Content] involved six separate ministries, which decided to block it in July 2009 on the 
basis of the law. And if the criminal contents are removed, [we] can unblock it.” (Source) 

september 11: 
Vaezi announced his ministry’s intention to increase broadband speeds twice within 
100 days. (Source)

september 12: 
Abdolsamad Khoramabadi, the head of the Commission to Determine the Instances of 
Criminal Content (CDICC), described Facebook as a CIA project that has attempted to 
collect data from individuals around the world. Khoramabadi named Mark Zuckerberg, 
founder of Facebook, as the fourth-moust Zionist in the world, citing an occasion where 
Israeli President Shimon Peres described Facebook as a powerful tool for the advance-
ment of Zionism. (Source)

september 12: 
Alireza Yari, Supervisor of Research Institute for ICT, claimed that “Parsijoo” would emerge 
as a rival search engine to Google, as a result of NCC assistance. (Source)

september 15: 
Abdolsamad Khoramabadi announced that Facebook will not be unblocked, as the site 
contains a great deal of criminal content which cannot be separated from the legal 
content. (Source) 

september 15: 
Mohammed Reza Khamesian, head of PR of Mohammad Reza Aref, denied the 
authenticity of a Twitter account ostensibly belonging to Aref. (Source)

STATEMENTS FROM MINISTRIES 
AND POLITICIANS

http://www.radiofarda.com/content/f35_vaezi_internet_filtering_iran/25092013.html
http://khabaronline.ir/detail/312261/society/judiciary
http://itna.ir/vdciz5ar.t1ayw2bcct.html
http://weblognews.ir/1392/06/forms/news/31767/
http://parsijoo.ir/
http://www.ictna.ir/id/057395/
http://www.khabaronline.ir/detail/313109/society/judiciary
http://www.citna.ir/news/9298


1 4

september 15: 
Ruhollah Momen Nasab, a former member of the CDICC, stated that the unblocking 
of Facebook is impossible due to a range of factors:

• The address of every user’s dashboard and browsing session is the same 
(Facebook.com) due to the use of web encryption. As a result, it is impossible 
to filter offensive or illegal content.

• Content is published only for short periods on social networks. Consequently, 
every item of content is instantly distributed to a large number of people, after 
which it is relegated to the archive. As new content will always be published and 
shared widely before it can be filtered, the process of filtering offensive content is 
rendered futile. Therefore, filtering would not be a logical response in these cases.

• Social networks are American services that collect and analyse users 
 information. Edward Snowden’s NSA revelations have proved this point. 
   Therefore, the Iranian government cannot allow free access to social networks, 
   as they operate outside the jurisdiction of Iranian law. (Source)

september 16: 
Ali Hakim Javadi, the deputy minister of ICT, announced that the first group of home users 
have been connected to the Intranet, and that their Internet access will be separated 
from the Intranet. In his interview with Fars News, Javadi said that 400,000 users are 
being connected to the National Information Network (SHOMA) with their bandwidth 
at 2MBps. With SHOMA, users will have high speed access to local websites. (Source) 

september 16: 
Vaezi denied that the government had received a letter from CDICC about ministers’ 
activities on Facebook. In addition, he stated that the government has created a special 
committee to review the Facebook activities of government ministers. According to 
Vaezi, ministers’ opinions represent government opinions, and so their posts on social 
networks such as Facebook should be monitored. (Source)

september 16: 
Colonel Habibollah Rajabi, Chief of Iran’s Cyber Police (Golestan Province), announced 
that a number of people have been sending scam emails in the name of Iran’s Cyber 
Police (FATA). He stated that FATA sends its emails solely from the cyberpolice.ir domain, 
and that other emails from sites such as Yahoo, Gmail or Hotmail are fake. (Source)

september 18: 
Vaezi announced the formation of a committee to review the Facebook activities of 
government ministers, with the results to be sent to President Rouhani. Also, he stated 
that the President is reviewing the available options for the new secretary of Iran’s 
Supreme Cyberspace Council (SCC). (Source)

september 19: 
In an interview with NBC, President Hassan Rouhani outlined his opinion regarding the 
filtering of Twitter and Facebook: “The viewpoint of the government is that the people 
must have full access to all information worldwide. Our opinions on this (the Internet) 
should based on the protection of our national identity and on our morals.” (Source)

S t a t e m e n t s  f r o m  M i n i s t r i e s  a n d  P o l i t i c i a n s

http://weblognews.ir/1392/06/forms/news/31856/
http://www.farsnews.com/newstext.php?nn=13920619000372
http://www.asriran.com/fa/news/295938/%D9%87%D8%B4%D8%AF%D8%A7%D8%B1-%D9%BE%D9%84%DB%8C%D8%B3-%D9%81%D8%AA%D8%A7-%D8%A8%D9%87-%D8%B4%D9%87%D8%B1%D9%88%D9%86%D8%AF%D8%A7%D9%86-%D9%85%D8%B1%D8%A7%D9%82%D8%A8-%D8%A7%DB%8C%D9%85%DB%8C%D9%84%E2%80%8C%D9%87%D8%A7%DB%8C-%D8%AA%D9%82%D9%84%D8%A8%DB%8C-%D8%A8%D9%87-%D9%86%D8%A7%D9%85-%D9%BE%D9%84%DB%8C%D8%B3-%D9%81%D8%AA%D8%A7-%D8%A8%D8%A7%D8%B4%DB%8C%D8%AF
http://www.asriran.com/fa/news/295938/%D9%87%D8%B4%D8%AF%D8%A7%D8%B1-%D9%BE%D9%84%DB%8C%D8%B3-%D9%81%D8%AA%D8%A7-%D8%A8%D9%87-%D8%B4%D9%87%D8%B1%D9%88%D9%86%D8%AF%D8%A7%D9%86-%D9%85%D8%B1%D8%A7%D9%82%D8%A8-%D8%A7%DB%8C%D9%85%DB%8C%D9%84%E2%80%8C%D9%87%D8%A7%DB%8C-%D8%AA%D9%82%D9%84%D8%A8%DB%8C-%D8%A8%D9%87-%D9%86%D8%A7%D9%85-%D9%BE%D9%84%DB%8C%D8%B3-%D9%81%D8%AA%D8%A7-%D8%A8%D8%A7%D8%B4%DB%8C%D8%AF
http://www.mehrnews.com/detail/News/2138254
http://worldnews.nbcnews.com/_news/2013/09/19/20573897-exclusive-iran-president-blames-israel-for-instability-calls-for-peace?lite
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september 19: 
Esmail Ahmadi-Moghaddam, the head of the national security forces, stated that the 
use of Facebook in a “targeted and service-oriented” manner poses few problems for 
society. He went as far as to argue that the block imposed on Facebook is unnecessary, 
though he also noted that aspects of the site may potentially prove detrimental to 
Iranian society. (Source)  

september 21: 
Vaezi commented upon ministers’ social network activity: “If these networks are clean, 
I have no problem with regard to individuals’ membership and activity. Some ministers 
have pages, and use them to state their opinions. And they’d like to listen to others’ 
opinions, too.” (Source)

september 22: 
President Rouhani appointed the ICT Minister, Mahmood Vaezi, as the interim super-
visor of the National Cyberspace Center (NCC) and the SCC, until the appointment of a 
permanent secretary. Mehdi Akhavan Behabadi was the secretary of SCC and head of 
NCC in the Ahmadinejad government that he was the first authority in Iran to announce 
the legal VPN project. (Source)

september 25: 
Ahmad Reza Radan, deputy commander of the Iranian police, refused to engage with 
the debate around the politically-charged issue of Facebook: “[We] should not discuss 
these political issues, and I don’t like to get into political topics.” (Source)

september 26: 
Vaezi said his team will try to restore the ICT situation that existed prior to Ahmadinejad’s 
government in 2005. He believes that access to ICT has hardly expanded since 2005, 
and in some cases the industry has actually shrunk. In addition, he announced that the 
Iranian people paid 130,000,000,000 IRR (5,239,000 USD) for mobile and landline calls 
in 1391 (2012/13). (Source) 

september 28: 
Abdolsamad Khoramabadi announced that the CNN website was unblocked on July 
10, but noted that some subdomains and pages remain blocked. He added that the 
unblocking of CNN’s site was unrelated to Rouhani’s trip to the US. (Source) 

september 28: 
It has been rumoured that the new PR chief at the ICT ministry will be Amir Abbas 
Taghipour. Taghipour is the editor-in-chief of Communication Management Monthly 
Magazine (ماهنامه مدیریت ارتباطات) and a board member of Iran’s Public Relations Society. 
No announcement has been made regarding the appointment, at the time of writing 
this report. (Source)

S t a t e m e n t s  f r o m  M i n i s t r i e s  a n d  P o l i t i c i a n s

http://www.radiofarda.com/content/f9_iran_commander_police_remarks_facebook/25111514.html
http://www.donya-e-eqtesad.com/news/753202/
https://www.ict.gov.ir/fa/news/8590
http://weblognews.ir/1392/07/forms/news/32191/
http://ictpress.ir/Default,fa-IR,ICTPress,Content,NewsDetail,Key,15815.aspx
http://www.tasnimnews.com/Home/Single/152880
http://ilna.ir/news/news.cfm?id=108287
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C i v i l  S o c i e t y ,  P r o f e s s i o n a l  O r g a n i z a t i o n  S t a t e m e n t

september 3: 
Hassan Alizadeh, director of the Information Technology and Digital Media Development 
Center (ITDMDC) announced the establishment of the first computer games provider 
in Iran. Its aims are:

• To host digital competitions, such as online gaming competitions
• To support computer game producers
• To sell original copies of domestically and internationally-produced computer games
• The creation of networks for multiplayer games (Source)

september 4: 
Majid Zahedi Vash, director of Soroush Resaneh Institute, announced that his company 
will offer Internet TV to 150,000 people during its first phase of activity in February 
2014. Tehran will join six other Iranian cities as the first in the country to receive Inter-
net TV. (Source)

september 16: 
Khabar Online - a website close to Parliamentary Speaker Ali Larijani - published the 
results of a survey concerning the engagement of government ministers with Face-
book: 57% agreed with politicians’ participation, 12% disagreed, whilst 31% expressed 
uncertainty about the legal status of such activity. (Source)  

september 17: 
An authority at the TIC said that the brief availability of Facebook was due to a technical 
glitch. He stated that Facebook has started using a new range of IPs that caused the 
site to become accessible. Small Media has demonstrated this TIC explanation to be 
incorrect, as many SSL websites (e.g. Twitter and Balatarin) were available on the early 
evening of September 16. (Source)

september 18: 
Ahmad Nakhjavani, the director of a private ADSL provider, said the price of space and 
electricity have increased by 10,000 IRR (0.40 USD) for each port and the 20% discount 
for PAP companies was removed. It has caused PAP expenses to suddenly increase by 
10,000,000,000 IRR (403,000 USD). (Source)

STATEMENTS FROM CIVIL SOCIETY 
AND PROFESSIONAL ORGANIZATIONS

http://armanha.com/?p=7283&utm_source=feedly
http://itna.ir/vdcc0pqi.2bqmp8laa2.html
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september 26: 
Samee Allah Sadeghi, a board member of TCI (Tehran Province), announced that Internet 
connection speeds will soon increase by 150% in Tehran Province. Sadeghi claimed that 
the infrastructure was in place for such increases, with 450,000 users in Tehran and 
Alborz provinces having access to ADSL connections. (Source)

september 27: 
Mozafar Pouranjbar, director of TCI, asked the government to break up the monopoly 
on 3G and 4G technology in the communications market, so that companies such as 
TCI can enter the field. The mobile operator Rightel currently holds exclusive rights to 
3G in Iran, whilst Mobinnet own the rights to 4G (WiMAX). (Source)

C i v i l  S o c i e t y ,  P r o f e s s i o n a l  O r g a n i z a t i o n  S t a t e m e n t

http://itna.ir/vdcc0pqi.2bqmp8laa2.html
http://itna.ir/vdcc0pqi.2bqmp8laa2.html
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N e t w o r k  A n a l y s i s

NETWORK ANALYSIS

tci dsl service shatel

Direct TCP connections to remote FTP servers (port 21) 
succeed, but do not receive the expected content.
UDP access to remote DNS servers (port 53) appears to 
pass through a firewall or proxy. 

The client was unable to transmit a non-DNS traffic on 
this UDP port, but was able to transmit a legitimate 
DNS request, suggesting that a proxy, NAT, or fire-
wall intercepted and blocked the deliberately invalid 
request.

Weakly uncacheable data was cached between you and 
our server, even when the data was requested directly 
and explicitly. This suggests that there is an HTTP cache 
in the network which examines and caches web traffic. 
Since this content was not supposed to be cached, the 
HTTP cache is probably operating incorrectly.  

2 popular names have a significant anomaly. The 
ownership suggested by the reverse name lookup does 
not match our understanding of the original name. This 
could be caused by an error somewhere in the domain 
information, deliberate blocking or redirection of a site 
using DNS, or it could be that your ISP‘s DNS Server is 
acting as a DNS „Man-in-the-Middle“.

Name                                        IP Address       Reverse Name/SOA
ad.doubleclick.net               10.10.34.34       SOA: prisoner.iana.org
smartzone.comcast.net     10.10.34.34       SOA:prisoner.iana.org

The netalyzer isn’t working on Shatel. The web page 
opened but no progress.

netalyse analysis
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N e t w o r k  A n a l y s i s

mobinnet pishgaman

You are listed on a significant DNS blacklist 

UDP access to remote DNS servers (port 53) appears to 
pass through a firewall or proxy. The client was unable 
to transmit a non-DNS traffic on this UDP port, but was 
able to transmit a legitimate DNS request, suggesting 
that a proxy, NAT, or firewall intercepted and blocked 
the deliberately invalid request.

Direct UDP access to remote SIP servers (port 5060) is 
blocked. 

No DNS root server instance would provide DNSSEC in-
formation. Because of this, your system cannot validate 
signatures for DNS replies, meaning you can’t benefit 
from DNSSEC’s protections.

Direct TCP connections to remote RPC servers (port 135) 
succeed, but do not receive the expected content.  

Direct TCP connections to remote NetBIOS servers (port 
139) succeed, but do not receive the expected content.  

Direct TCP connections to remote SNMP servers (port 
161) succeed, but do not receive the expected content.  

Direct TCP access to remote SMB servers (port 445) is 
blocked.

Direct TCP connections to remote OpenVPN servers 
(port 1194) succeed, but do not receive the expected 
content.  

Direct TCP connections to remote PPTP Control servers 
(port 1723) succeed, but do not receive the expected 
content.  

UDP access to remote DNS servers (port 53) appears to 
pass through a firewall or proxy. The client was unable 
to transmit a non-DNS traffic on this UDP port, but was 
able to transmit a legitimate DNS request, suggesting 
that a proxy, NAT, or firewall intercepted and blocked 
the deliberately invalid request.

3 popular names have a significant anomaly. The own-
ership suggested by the reverse name lookup does not 
match our understanding of the original name. This 
could be caused by an error somewhere in the domain 
information, deliberate blocking or redirection of a site 
using DNS, or it could be that your ISP’s DNS Server is 
acting as a DNS “Man-in-the-Middle”.

Name                                                       IP Address    Reverse Name/SOA
ad.doubleclick.net                              10.10.34.3    SOA: prisoner.iana.org
partner.googleadservices.com    10.10.34.34   SOA: prisoner.iana.org

smartzone.comcast.net                   10.10.34.34   SOA: prisoner.iana.org
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hiweb rightel

UDP access to remote DNS servers (port 53) appears to 
pass through a firewall or proxy. The client was unable 
to transmit a non-DNS traffic on this UDP port, but was 
able to transmit a legitimate DNS request, suggesting 
that a proxy, NAT, or firewall intercepted and blocked 
the deliberately invalid request.

You are listed on the following Spamhaus blacklists: SBL 
PBL

Files of type torrent are blocked by the network.

dci adsl shatel

traceroute to 4.2.2.4 (4.2.2.4), 64 hops max, 
52 byte packets
 1  [hop-1]  79.110 ms  94.071 ms  118.790 ms
 2  [hop-2] *  77.450 ms  93.692 ms
 3  192.168.255.5  88.630 ms  79.319 ms  149.506 ms
 4  192.168.255.1  144.944 ms  114.608 ms  126.153 ms
 5  10.21.252.110  108.933 ms *  94.338 ms
 6  * * *
 7  10.31.41.98  94.258 ms  95.805 ms  103.063 ms
 8  10.41.43.98  92.786 ms  96.015 ms  101.525 ms
 9  10.43.43.85  96.818 ms  94.497 ms  101.418 ms
 10  10.43.43.73  102.655 ms  108.418 ms  94.200 ms
 11  195.33.215.133  119.486 ms  150.521 ms  121.124 ms
12  85.29.18.245  121.988 ms  116.668 ms *
 13   82.222.10.5  116.300 ms
      82.222.10.9  125.371 ms
      82.222.10.1  125.575 ms
14  95.158.129.241  132.164 ms  133.257 ms  133.033 ms
15  95.158.131.241  205.237 ms  204.996 ms  200.895 ms
 16   * * *
17   145.236.18.90  166.995 ms  169.324 ms  165.568 ms
 18   81.183.2.4  163.435 ms
      81.183.2.122  166.919 ms
      81.183.2.124  179.900 ms
19  81.183.0.87  159.975 ms
      81.183.0.73  158.853 ms
      81.183.0.109  166.361 ms
 20 212.162.26.189  156.836 ms  165.225 ms  183.384 ms
21   * * *
 22  4.69.141.250  166.467 ms  166.890 ms  167.455 ms
 23   4.69.163.10  168.348 ms
       4.69.163.14  160.883 ms
      4.69.163.10  159.983 ms
 24   4.69.154.201  164.844 ms * *

traceroute to 4.2.2.2 (4.2.2.2), 64 hops max, 
52 byte packets
 1  [hop-1]  7.448 ms  4.812 ms  2.620 ms
 2  [hop-1]  46.424 ms  45.576 ms  56.302 ms
 3  85.15.0.44  70.338 ms  69.714 ms  69.147 ms
 4  85.15.0.43  69.889 ms  71.498 ms  69.650 ms
 5  85.15.0.1  72.375 ms  78.039 ms  70.666 ms
 6  85.15.0.190  72.368 ms  70.315 ms  70.281 ms
 7  78.38.255.89  70.066 ms  70.313 ms  69.866 ms
 8  10.10.53.197  72.236 ms
    10.10.53.201  95.363 ms
    10.10.53.181  74.578 ms
 9  213.248.99.177  281.508 ms
    213.248.66.109  282.565 ms
    80.77.0.205  299.732 ms
10  85.95.26.149  299.877 ms
    80.91.249.131  262.660 ms
    85.95.26.149  309.035 ms
11  * 85.95.25.109  296.287 ms  309.607 ms
12  213.248.91.58  246.446 ms
    4.2.2.2  333.192 ms
    4.78.132.121  403.186 ms

Traceroute Analysis



2 1

 25  * * *
 26  * * *
 27  * * *
 28  * * *
 29  * * *
 30  * * *
 31  * * *
 32  * * *

N e t w o r k  A n a l y s i s
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mobinnet pishgaman

traceroute to 4.2.2.4 (4.2.2.4), 64 hops max, 52 byte 
packets
 1  [hop-1]  1.415 ms  0.877 ms  0.844 ms
 2  [hop-2]  1.905 ms  1.508 ms  1.593 ms
 3  * * *
 4  10.47.41.14  118.259 ms  89.681 ms  101.239 ms
 5  10.47.33.2  123.863 ms  104.672 ms  103.912 ms
 6  78.38.250.1  174.334 ms  122.905 ms  79.612 ms
 7  10.10.53.138  78.720 ms
     10.10.53.134  80.340 ms
      10.10.53.130  100.227 ms
 8  63.218.109.249  357.450 ms
      92.50.194.237  515.063 ms
      63.218.109.249  291.186 ms
 9   87.226.139.57  422.941 ms  407.329 ms
      63.218.44.38  310.948 ms
 10   77.67.95.153  398.559 ms
      67.17.199.177  356.164 ms
      77.67.95.153  471.258 ms
 11  208.51.134.82  427.618 ms
      141.136.107.101  391.037 ms
      208.51.134.82  512.145 ms
 12  4.69.149.126  447.342 ms
      4.68.70.97  384.400 ms
      4.69.149.126  434.707 ms
 13   4.69.139.153  384.932 ms
       4.69.134.133  430.199 ms
       4.69.139.153  384.617 ms
14   4.69.202.62  402.064 ms
      4.69.153.193  397.814 ms
      4.69.153.189  422.438 ms
 15  4.69.158.45  421.871 ms
      4.69.143.210  399.801 ms
      4.69.158.17  506.268 ms
 16   4.69.143.189  409.571 ms *  393.136 ms
 17  * * 4.69.143.174  387.619 ms
 18  * 4.69.163.2  418.157 ms *
 19  4.69.154.137  348.795 ms
      4.2.2.4  479.055 ms
      4.69.154.9  356.892 ms

 

N e t w o r k  A n a l y s i s
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hiweb rightel 3g

traceroute to 4.2.2.4 (4.2.2.4), 64 hops max, 52 byte 
packets
  1  [hop-1]  172.006 ms  93.826 ms  97.594 ms
 2  [hop-2]  172.032 ms  271.927 ms  140.835 ms
 3  [hop-3]  148.061 ms  149.435 ms  146.137 ms
 4  78.38.244.225  140.243 ms
      10.21.252.166  140.243 ms  148.731 ms
 5   10.10.53.209  147.317 ms  145.575 ms *
 6  10.21.22.97  144.073 ms
      63.218.109.241  364.573 ms
      10.21.22.97  151.436 ms
 7   63.218.44.190  364.119 ms  361.796 ms
      10.21.21.65  143.943 ms
 8   67.17.199.177  413.399 ms
      10.21.21.69  143.249 ms  147.709 ms
 9   208.51.134.82  396.768 ms
      85.132.90.153  232.113 ms
      208.51.134.82  394.583 ms
 10  4.69.149.254  411.869 ms * *
 11  4.69.134.141  495.190 ms
      4.69.134.157  425.701 ms
      85.132.60.70  313.071 ms
 12   4.69.143.218  407.732 ms
      212.162.4.29  484.469 ms  377.489 ms
 13  4.69.158.41  587.587 ms
      4.2.2.4  417.954 ms
      4.69.158.17  486.676 ms

traceroute to 4.2.2.4 (4.2.2.4), 64 hops max, 52 byte 
packets
 1  [hop-1]   4.482 ms  2.370 ms  2.382 ms
 2  * * *
 3  10.200.32.129  234.094 ms  127.769 ms  67.491 ms
 4  10.200.10.161  191.795 ms  92.702 ms  111.201 ms
 5  10.200.10.90  524.293 ms  71.705 ms  63.872 ms
 6  10.200.11.89  74.409 ms  65.335 ms  75.261 ms
 7  10.21.252.38  81.100 ms  692.544 ms  83.013 ms
 8  * * *
 9  10.21.22.97  71.185 ms  95.342 ms  327.715 ms
10  10.21.21.65  176.024 ms  147.036 ms  169.955 ms
11  10.21.21.69  171.481 ms  170.283 ms  176.532 ms
12  89.221.34.190  175.519 ms  176.666 ms  180.652 ms
13  195.22.211.218  317.956 ms  185.974 ms  178.353 ms
14  195.22.211.193  317.761 ms  338.849 ms  218.216 ms
15  195.22.214.53  169.842 ms  174.210 ms  242.278 ms
16  4.69.154.137  176.697 ms
      4.69.154.201  179.545 ms *
17  4.2.2.4  376.306 ms  500.036 ms  185.047 ms

 25  * * *
 26  * * *
 27  * * *
 28  * * *
 29  * * *
 30  * * *
 31  * * *
 32  * * *
 33  * * *
 34  * * *
 35  * * *


