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Introduction
// In the previous edition of the Internet Infrastructure series, we focused on the individuals and
themes evinced in the Rouhani Administration’s appointments to governmental positions related
to information and telecommunications policy. However, statements from Ministry of Communications officials reported by this series, such as Ali Hakimi Javadi and Mohammad Hassan Nami,
have hinted at how little direct power the government has over the administration of the Internet.
Two of these shadow organizations have captured the public’s attention, the Iranian Cyber Army
and Cyber Police (FATA). The first organisation, formally known as the Police of the Space for the
Production and Exchange of Information, has reached such a level of international notoriety that it
was designated under the sanctions regimes of the United States and the European Union earlier
this year for human rights abuses, particularly for its role in the brutal death of the blogger Sattar
Beheshti. In this edition, we begin by attempting to shed a little light on the organization, looking
at how it has evolved in the past year, and identifying some of its enforcement actions in recent
times. We’ll then continue our objective of tracking the promises and policy debate of the Administration, by following new claims on infrastructure development, and the rhetoric surrounding
the filtering regime.
Collin Anderson (Editor) and Small Media
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The iran cyber police (fata)
a brief overview
The Iranian Cyber Police ( FATA ) is the cyber crime unit of the
Iranian national police force. The unit was established in January
2011 on the orders of the national police chief, and in compliance
with the Cyber Crime Laws passed by the Iranian parliament in
2010. The name itself is an abbreviation of “( Police ) of the Space
for the Production and Exchange of Information (فضای تولید و تبادل
 ”)اطالعاتin Farsi - or put simply, the “Cyberspace Police”. (Source)
FATA is active throughout each of Iran’s 31 provinces, maintaining
offices in 56 cities across the country. (Source)
fata’s activities and responsibilities
FATA engages in a number of different activities in its fight
against “cyber crime”, with its primary goals being:
• To track and combat cyber crime

( i.e. online scams such as phishing )
on the Internet, and other electronic devices
• To monitor the activities of ISPs
• To monitor Internet cafes
• To provide oversight of hosting companies, as well as

any other businesses active in the information sector
• To collect and process data on Internet use,

seyyed kamal hadianfar,
head of fata

and gather intelligence on Internet users
• To educate users and inform them of security risks in cyberspace
• To protect and preserve the religious and national identity of Iran
• To prevent violations of societal norms and values (Source)

technical abilities
Generally, Iranian organisations have had problems securing access to skilled workers and technical resources, with FATA being no exception. As a result, the organisation often uses unconventional methods to catch cyber criminals, including acts of manipulation on social networking sites.
One of the most popular methods used by FATA is the creation of fake Facebook profiles, through
which they may encourage other users to divulge personal information. Over the course of an investigation, a FATA agent can collect numerous pieces of information about a user from their social
network accounts, linking them together to build a more complete and accurate image of the user.
FATA’s Central Unit has always shared the latest technical research on surveillance and enforcement methods with other FATA offices around the country. In addition, this unit attempts to locate
loopholes and zero-day vulnerabilities in Iranian computer systems and software, in an effort to
prevent security weaknesses from being exploited.

3

T h e I r a n C y b e r P o l i c e ( FATA )

Besides this Central Unit, FATA is also composed of a number of more specialist sections, with the
Technical Department being one of them. Here, a number of technical workers receive regular
training regarding Internet and computer networks and security issues (though it should be noted
that most staff at FATA are not technically-trained). Regardless, FATA claims that its activities are
incredibly far-ranging, with FATA’s chief in Kerman Province, Kambiz Esmaeili, stating that the organisation monitors all activity on websites, blogs and forums on a 24/7 basis. (Source)
fata website

The official website of FATA is located at cyberpolice.ir. The website consists of a number of sections,
including Education, News and Outreach. Its contents include: educational pamphlets, cyber-crime
news updates, and a series of animations produced to educate users about IT security.
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There is one rather strange feature of the FATA site, located on its “Contact” page: Iranian users can
contact the cyber crimes unit via phone or email, but they may not do so directly via the website.
It seems as though FATA may itself be concerned about cyber attacks that could endanger users,
and so are reluctant to engage in information sharing via the website.

FATA has not confirmed its presence on major social networks such as Twitter or Facebook, but
there are at least 3 Facebook pages that claim to be the official Facebook page of the organisation:
• FATA Police (فتا

( )پلیسSource)

• Cyber Police (FATA) of the Space for the Production and Exchange of Information

(( )پلیس سایبری (فتا) فضای تولید و تبادل اطالعاتSource)

• FATA Police (فتا

( )پلیسSource)
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the death of sattar beheshti
Sattar Beheshti (1977- 2012) was an Iranian blogger arrested
by FATA on October 30 2012, as a result of “actions against
national security on social networks and Facebook”. He was
held in detention at an unknown location for several days,
where he suffered from protracted torture, and subsequently
died. He is buried at the Robat Karim cemetery.
His death sparked a great deal of public outrage against FATA,
with the fallout from the incident resulting in a number of
changes in the management and activities of the organisation.
Significantly, the Chief of FATA in Tehran Province, Mohammad
Hassan Shokrian, was dismissed by the Iranian Chief of Police.
Before Beheshti’s death, FATA was very active in tracking and arresting political activists on the
Internet, but since this episode, the organisation has shifted its focus to combatting financial cybercrimes, scams, and violations of privacy. This does not mean that activists are any safer online,
however; the responsibility for political surveillance has simply shifted to the Ministry of Intelligence and National Security (INS), and the Iranian Revolutionary Guard Corps’ Cyber Information
Unit. While FATA continues to lend assistance to these institutions, it is now far more reluctant to
publicise such collaboration.
It seems then, that the Iranian regime has decided to divide cyber-intelligence activities amongst
a number of different organisations, with FATA taking a public role in educating users and combating
cybercrime. This allows it to operate in a largely politically-neutral capacity, whilst the INS and IRGC
spearhead the online crackdown against opposition movements.
fata activities 2013
march 5:
The FETA Cyberpolice of Fars announced that it was the most active regional agency,
pursuring 314 cases of cybercrimes, including: 208 instances of the theft of bank account
information, 7 of harassment and 6 selling contraband items. (Source)
march 17:
1900 websites were blocked by the Iran’s Police of Alborz province. These websites
were active in scamming, illegal drugs, satellite instruments, etc. 10 Internet cafés
were closed as well. (Source)
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march 31:
The Cyber Police (FATA) published new regulations on the operations of Internet cafés,
which includes articles such as: (Source)
• Businesses must purchase upstream bandwidth from authorized ISPs

- buying connectivity from satellite-based ISPs is illegal;
• The owners of Internet cafés must be at least 25 years old and married;
• Internet cafés must request ID from each user, and record personal information such as:
• First and last name,
• Father’s name,
• Number of national ID card,
• Postcode,
• Phone number.
• Internet cafés must store the date, time, IP addresses and log files

of each user for at least six months;
• Use of any circumvention tool or VPN is illegal, and the business

must not install them;
• CCTV must be installed and all data must be kept for six months;
• Internet cafés must check their computers after working hours

for keyloggers and malware.
april 10:
Qazvin Cyber Police announced the arrest of an individual for the sale of
circumvention tools. (Source)
july 5:
The Iran Cyber Police (FATA) of Tehran province announced the arrest of a 35 year old
man selling VPN access. FATA noted that the suspect was found through “monitoring
the web space.” (Source)
august 17:
A blogger selling illegal movies on his blog was arrested by the Iran Cyber Police
(Golestan Province branch). (Source)
august 18:
A woman who published “pornographic” images on the Internet was arrested by the
Iran Cyber Police (South Khorasan Province branch). (Source)
september 25:
Iran’s Cyber Police (Fars Province) arrested a hacker that hijacked a woman’s Facebook
profile and subsequently advertised her as a prostitute, publishing her phone number
and a number of personal images. (Source)
september 26:
Iran’s Cyber Police (Mazandaran Province) arrested a person that published pornographic
photos of a family on Facebook. (Source)
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content filtering
and blocked sites
september 24:
The website of the “Towards a Fair Family Law” campaign was blocked for the eleventh
time. This campaign has been active since March 2010 in protesting against proposed
amendments to the Family Protection Act. The Iranian Parliament passed a number of
controversial amendments relating to “temporary marriages” in February 2013. (Source)
october 6:
FATA ( Isfahan Province ) arrested the owner of five phishing websites. The individual was
reported to have previously been successful at accessing the bank details of a number
of Iranian citizens. (Source)
october 6:
The Chief of FATA, Commander Kamal Hadianfar announced the identification of 300
gambling websites to be blocked or closed in accordance with the law. (Source)
october 13:
Google Plus and Google Play were blocked. (Source)
october 13:
The Iranian email provider Chapar was subject to a cyber attack. According to the Chapar
security team, when hackers couldn’t access to the database they set up a phishing website at chmail.in, and targeted a number of individuals working at universities. (Source)
october 14:
Gholam Hossein Mohseni Eje'i, the prosecutor general of Iran, announced the arrest and
imprisonment of an individual responsible for setting up a number of fake Facebook
pages that claimed to represent members of Rouhani’s cabinet. (Source)
october 19:
A young man who created 4 Facebook profiles and 26 Facebook pages was arrested by
FATA ( East Azerbaijan Province ). According to FATA, the man used the pages to publish
a number of pornographic images. (Source)
october 23:
Telecommunication Company of Iran (TCI) provided Internet connections in Tehran were
disconnected for around four hours (2 AM to 6 AM IRST) due to ongoing infrastructure
and performance upgrades. (Source)
october 23:
FATA (Razavi Province) arrested a 29 year-old man it claims is responsible for establishing
a phishing website. The site, posing as the login site of an Iranian bank, was responsible
for stealing around 1,000,000 IRR ( 40 USD ) from one account. (Source)
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october 27:
FATA denied the arrest of the Iranian reformist blogger, Farzad Nikkhah.
The ‘Exiles Activists’ site published a post stating that the intelligence service raided his
home whilst he was out. Interestingly, a number of other websites have republished an
altered version of this post which instead reports that Nikkhah was arrested. (Source)
october 28:
Eghtesad Press (Economy Press) is blocked and shut down under order from the District
Court of Area 28 in Tehran. The website published an article accusing the head of Iran’s
Securities & Exchange Organisation (SEO) of corruption. Eghtesad was registered with
an Iranian company and previously hosted in Iran on servers associated with the Martyr
Aviny Institution of Cultural and Art until it was removed. (Source)

Policy Developments
october 19:
According to the Fifth Five-Year Plan (2011-2015), the central aims for the National
Information Network ( SHOMA - commonly known as the “National Internet” )
are as follows:
• Iranian users should have access to a 20Mbps connection when using SHOMA
• 80% of payments should be made online
• 100% of intra-governmental services should be conducted online
• 60% of families and businesses should be connected to SHOMA and the Internet
• Iran is to be ranked as #2 regionally in terms of bandwidth per capita, as well as other

major Information and Communication Technology ( ICT ) indexes
• The ICT industry should comprise 2% of GDP
• All organisations, and national institutions should be connected to SHOMA
• Attain a moderate rise in GDP through increasing bandwidth in Iran (Source)
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Statements from Ministries
and Politicians
october 2:
Former Iranian President, and head of the Expediency Discernment Council Ayatollah
Ali Akbar Hashemi Rafsanjani, said that using security concerns to obstruct the development of the ICT industry is irrational and futile. (Source)
october 3:
Ali Tayebnia, the Economy and Finance Minister, announced that he does not possess an
account on Facebook, and that any existing pages attributed to him are fake. (Source)
october 3:
The Ahmadinejad-era ICT Minister, Reza Taghipour, stated that Facebook has a fundamental problem with Iranian culture and that consequently, the government should
continue blocking it. In addition, he stated that government policies forbidding immoral
websites will remain, and that all such sites shall remain blocked in the future. (Source)
october 4:
Gholamali Rajae, an adviser to Ayatollah Hashemi Rafsanjani, has created a Facebook
page. (Source)
october 7:
Mahmood Vaezi, the ICT Minister, announced in a discussion with Iranian Students’
News Agency (ISNA) that Iran has no plans to unblock Facebook and Twitter. A few
hours later, the ICT Ministry released a statement, announcing that a special workgroup
independent of the ICT Ministry has been tasked with reviewing the blocks imposed
upon Facebook and Twitter, and that the Ministry is awaiting the workgroup’s recommendations before making its decision. (Source I, Source II)
october 8:
Abdolsamad Khoramabadi, the head of the Commission to Determine the Instances of
Criminal Content (CDICC), said the CDICC has no intention to unblock Facebook due to
concerns over intelligence and criminal content. (Source)
october 8:
The Head of FATA, Kamal Hadianfar, said that 81% of cybercrimes in Iran are financially-motivated, with only 3% being of a political nature. In addition, he stated that 29
million Internet users in the country are young people, who use the Internet for the
following purposes:
• Browsing news: 41%
• Downloads: 16%

• Browsing social networks: 14%
• Online shopping: 10% (Source)
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october 13:
Vaezi announced that average Internet speeds will increase two-fold in the next year,
and eight-fold by the end of President Rouhani’s first term. (Source)
october 23:
The Licensing Council of the National Foundation for Computer Games issued licenses
for eleven computer games. These games are drawn from numerous different genres,
ranging from strategy to arcade games. (Source)
october 25:
Barat Ghanbari, the Deputy Minister of ICT for Strategic Planning and Control, said
that the country is behind schedule on its Fifth Five-Year Plan. Whereas international
bandwidth capacity was planned to hit 500Gbps by March 2014, it currently sits at
below 80Gbps. (Source)
october 25:
The first personal cloud service was launched by MTN Irancell. It allows users to manage
and store data, including contact lists, SMS data, and personal files. (Source)
october 27:
According to Nameh News, the most popular mobile phone brand amongst Iranian
MPs is Apple: (Source)
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mp name

electoral district
or constituency

brand

Mohammad Javad Kolivand

Karaj

Apple

Ruhollah Beigi

Miandoab

Samsung

Iraj Nadimi

Lahijan

Nokia

Mohammad Reza Pour
Ebrahimi

Kerman

Samsung

Ali Iranpour

Mobarakeh

Nokia & Samsung

Mohammad Damadi

Sari

Apple

Seyyed Hossein Naghavi
Hosseini

Varamin

Nokia

Mansour Haghighat Pour

Ardebil

Samsung

Majid Mansouri

Lenjan

Sony

Mehrdad Baooje Lahoti

Langroud

Samsung

Gholamreza Tajgardoon

Gachsaran

Apple

Seyyed Masoud Mir Kazemi

Tehran

Apple

Jafar Ghaderi

Shiraz

Samsung

Abdolvahid Fayazi

Noor

Nokia

Vahid Ahmadi

Kangavar

Apple

Hamid Reza Pashang

Khash

Nokia

Ahmad Ali Moghimi

Neka

Apple

Omid Karimian

Marivan

Apple

Nader Ghazipour

Orumiyeh

Nokia

Seyyed Ramezan Shojaei
Kiasari

Sari

Apple
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smartphone brands
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statements from civil society
and professional organizations
september 29:
The Mobile Communication of Iran (MCI) has launched its own email service. Mehdi
Otofi, the Deputy of Marketing at MCI stated that email addresses will be identical to
users’ mobile phone numbers. For instance, if a user has the phone number 09123456789,
then their email address will be 09123456789@mail.mci.ir. Additionally, the customer
will receive online versions of their phone bills directly to their email accounts. The fee
for this service is not clear. (Source)
september 30:
Saeid Mahdavion, a board member of the Telecommunication Infrastructure Company
(TIC), said that bandwidth capacity will be increased by 60% in the next 100 days, to
100Gbps. (Source)
october 3:
The managing director of TIC, Mohammad Ali Arianian, said that Google and Yahoo
should store a copy of their information in Iranian data centers, in order to facilitate
data exchanges with Iran-based clients. (Source)
october 9:
Ali Asghar Kazemi, an IT expert, stated that 50% of Iranian families should have access
to a 512kbps Internet connection by the end of March 2015, in accordance with the Fifth
Five-Year Plan (2011-2015). (Source)
october 14:
The first ‘IT village’ has opened by the Municipality of Tehran as a local government
initiative. This village is designed for 5 and 6 year-olds, developing their skills with
computers, the English language, painting and creative skills. (Source)
october 19:
Mehdi Behvandi, the Head of Sales at mobile phone producer GLX announced that the
first smartphone built specifically for the Iranian market will be released in mid-November.
The smartphone will have a 15MP camera, a quad-core processor and record video in HD
quality. In his statement Behvandi said that 25% of mobile users buy smartphones on
the basis of their brand, another 25% look for specific smartphones, whilst the remaining
50% are looking for cheaper models such as those produced in China. GLX sold 3 million
phones in the last year, and produced 25 mobile/smartphones and tablet in the first 6
months of 1392 (March-September 2013). (Source)
october 19:
Mohammad Hassan Karbasian, Director of the Iran Post Company, announced that
the Mail Post service currently has 150,000 users. If the company can find sustainable
funding for this service, it says that its email service will be made free for Iranian users.
At this time, users must pay 2,000 IRR per year for 50MB of storage space. (Source)
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october 19:
Mehdi Khodaei, Director of Public Relations at TCI said that around 50% of the Internet
has been sold by private companies in Iran, meaning that around 40GB of Internet
bandwidth is under the control of these companies. TCI, meanwhile, holds around 36
Gigabytes of Iranian bandwidth. According to Khodaei, Iran has: (Source)

isps

isdps

pap

700 companies

260 companies

11 companies

october 23:
Mehdi Saremi, Director of the Islamic Revolution Cyber Activists Assembly (FARA), said
that SHOMA has the potential to create 90,000 job opportunities in Iran and save
$300 million USD. (Source)
october 23:
Ali Kargozar, director of the Fixed Communication Company of Iran (FCI, part of the
TCI), announced that the FCI is ready to connect 8,000 villages to the high speed Internet network. In addition, he noted that based on 100 million SIM cards are active
in Iran, the mobile phone penetration rate is 110%, with landline penetration at 34%
(the global average is 16%). These figures are quite different from those announced by
Vaezi in August 2013, when he stated that the mobile phone penetration rate sat at
79%. (Source I, Source II)
october 25:
Mohammad Ali Arianian, deputy of strategic supervision at TIC, named ISPs as the root
cause of slow Internet connection speeds in Iran. Arianian argued that ISPs should sell
just 70% of their bandwidth to their customers, whilst keeping the remaining 30% free
for emergencies. Instead, ISPs have sold 100% of their bandwidth, causing Internet
connections to slow down dramatically. He stated that Internet bandwidth in Iran is
currently 83Gbps, but that it will increase to 100Gbps by the end of November 2013.
(Source)
october 26:
Vahid Sadoghi, the Director of MCI, announced that MCI is the first mobile operator in
the country to have sold 62 million SIM cards. MCI is active in 1,169 cities and 45,000
villages, with coverage over 100% of main roads and railways, and across 85% of countryside roads. (Source)
october 27:
Saeid Ghazi Mogharebi, deputy of research and technology at the Academic Center
for Education, Culture and Research (ACECR), argued that the blocking of Facebook
is insufficient, and that the only long-term solution to the problem is to educate and
change societal attitudes towards social networks. He believes that clerics, university
lecturers and school teachers all have a vital role to play in protecting society against
the negative impacts of social networks. (Source)
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Direct TCP connections to remote DNS servers (port 53)

Popular names have a significant anomaly. The ownership

succeed, but do not receive the expected content.

suggested by the reverse name lookup does not match our

A DNS proxy or firewall generated a new request rather

understanding of the original name. This could be caused by

than passing the client's request unmodified.

an error somewhere in the domain information, deliberate

Direct TCP access to remote SMB servers (port 445) is blocked.
This is probably for security reasons, as this protocol is

blocking or redirection of a site using DNS, or it could be that
your ISP's DNS Server is acting as a DNS "Man-in-the-Middle".

generally not designed for use outside the local network.
UDP access to remote DNS servers (port 53) appears to pass
through a firewall or proxy. The client was unable to transmit
a non-DNS traffic on this UDP port, but was able to transmit
a legitimate DNS request, suggesting that a proxy, NAT,
or firewall intercepted and blocked the deliberately invalid
request.
The path between your network and our system supports an
MTU of at least 1500 bytes, and the path between our system
and your network has an MTU of 1480 bytes. The path between
our system and your network does not appear to report properly when the sender needs to fragment traffic.

1 [hop-1] 1.894 ms 3.010 ms 1.118 ms

1 [hop-1] 2.990 ms 2.317 ms 3.311 ms

2 ***

2 ***

3 172.16.30.6 46.038 ms 44.422 ms 43.053 ms

3 ***

4 172.30.0.1 43.791 ms 42.876 ms 43.435 ms

4 ***

5 10.152.14.201 44.183 ms 44.322 ms 46.359 ms

5 ***

6 ***

6 ***

7 ***

7 10.21.252.38 85.627 ms 87.435 ms 72.399 ms

8 ***

8 ***

9 10.201.22.62 59.393 ms 59.344 ms 61.533 ms

9 10.21.22.97 344.405 ms 98.660 ms 174.220 ms

10 * * *

10 10.21.21.65 65.273 ms 80.075 ms 83.988 ms

11 * * *

11 10.21.21.69 79.908 ms 155.809 ms 81.159 ms

12 * * *

12 * * *

13 * * *

13 * * *

14 * * *

14 * * *
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hiweb

You are listed on a significant DNS blacklist
A detected in-network HTTP cache incorrectly caches
information
We received unexpected and possibly dangerous results
when looking up important names

Popular names have a significant anomaly. The ownership
suggested by the reverse name lookup does not match our
understanding of the original name. This could be caused by
an error somewhere in the domain information, deliberate
blocking or redirection of a site using DNS, or it could be that
your ISP's DNS Server is acting as a DNS "Man-in-the-Middle".

Direct TCP connections to remote DNS servers (port 53)
succeed, but do not receive the expected content.
A DNS proxy or firewall generated a new request rather
than passing the client's request unmodified.
A DNS proxy or firewall caused the client's direct DNS request
to arrive from another IP address. Instead of your IP address,
the request came from X.X.X.X.
Basic UDP access is available
The client was able to send fragmented UDP traffic.
The client was unable to receive fragmented UDP traffic.
The most likely cause is an error in your network's firewall
configuration or NAT.
The maximum packet successfully received was 1452 bytes
of payload.
UDP access to remote DNS servers (port 53) appears to pass
through a firewall or proxy. The client was unable to transmit
a non-DNS traffic on this UDP port, but was able to transmit
a legitimate DNS request, suggesting that a proxy,
NAT, or firewall intercepted and blocked the deliberately
invalid request.
A DNS proxy or firewall caused the client's direct DNS request
to arrive from another IP address. Instead of your IP address,
the request came from X.X.X.X.
A DNS proxy or firewall generated a new request rather than
passing the client's request unmodified.
One popular name has a significant anomaly. The ownership
suggested by the reverse name lookup does not match our
understanding of the original name. This could be caused by an
error somewhere in the domain information, it could be that
your ISP's DNS Server is acting as a DNS "Man-in-the-Middle".

name
smartzone.comcast.net

ip address

reverse name/soa

10.10.34.34

SOA: prisoner.iana.org
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1 [hop-1] 31.254 ms 23.662 ms 34.804 ms

1 * 10.11.X.X 129.851 ms 187.990 ms

2 ***

2 ***

3 [hop-3] 7.280 ms 2.723 ms

3 ***

4 [hop-4] 2.678 ms 2.557 ms 2.746 ms

4 10.21.252.166 186.819 ms * 214.747 ms

5 [hop-5] 8.176 ms 36.840 ms 8.685 ms

5 ***

6 ***

6 10.21.22.97 209.468 ms 229.305 ms 294.539 ms

7 10.31.41.98 34.226 ms 26.732 ms 25.866 ms

7 10.21.21.65 250.718 ms * 180.793 ms

8 10.41.43.98 37.638 ms 32.845 ms 25.855 ms

8 10.21.21.69 200.708 ms * 195.861 ms

9 10.43.43.85 27.124 ms 29.980 ms 30.460 ms

9 ***

10 10.43.43.69 26.968 ms 26.030 ms 42.756 ms

10 * * *

11 * * *
12 * * *

19

